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1
Decision/action requested

We kindly ask SA3 to add a new clause on the protection of the DCR message.
2
References

3
Rationale

Add new clauses related to privacy protection for UE-to-NW relays. 
4
Detailed proposal

**************** First change  ****************
6.4 
Security for 5G ProSe UE-to-Network Relay Communication
Editor’s Notes: This clause contains the description of the security for 5G ProSe UE-to-Network Relay Communication.
6.4.1
General

6.4.2
Security requirements
The 5G System should provide means for mitigating trackability attacks on the Remote UE during communications over a UE-to-Network Relay including during UE-to-Network Relay path switch.

The 5G System should provide means for mitigating linkability attacks on the Remote UE during communications over a UE-to-Network Relay including during UE-to-Network Relay path switch.

The 5G System shall provide a means to mitigate tracing and tracking privacy attacks on Remote UEs based on potential exposure of slicing information, DNN information, and other PDU session related persistent information.
**************** Second change  ****************
6.4.X
 Protection of DCR message fields
The DCR message fields are to be protected.  Some fields require end-to-end protection while other fields only require hop by hop protection.

6.4.X.1 Hop by hop protection of DCR message fields
DCR message fields that do not require end-to-end protection from remote UE to the core network should be protected as follows:

-
In Step 1, the sending UE uses the discovery keys to protect the sensitive information. 
-
In Step 2, the receiving UE uses the discovery keys to validate and/or obtain the sensitive information.
The following applies to Steps 1 and 2:

· Discovery keys refer to the Code-Receving Security Parameters of the sending UE and the Code-Sending Security Parameters of the receiving UE.
· If the discovery keys include both a DUCK and DUSK, the key used to ensure confidentiality is selected according to a predefined arrangement, e.g., according to a security policy.
· The confidentiality protection of the sensitive information is done by means of a single confidentiality routine.
· The validation of the sensitive information is done by means of a MIC.
6.4.X.2 End to end protection of DCR message fields
DCR message fields that require end-to-end protection from remote UE to the core network should be protected as follows:
· In Step 1, the sending UE uses cryptographic keys derived from latest KAUSF (control plane) or PRUK (user plane solutions) to protect the sensitive DCR message fields.
· In Step 2, the core network uses cryptographic keys derived from latest KAUSF (control plane) or PRUK (user plane solutions) to validate and/or obtain the sensitive information.
**************** Third change ****************
6.4.Y
Updating Layer-2 Identifiers

To mitigate privacy issues with the layer-2 identifiers being exposed during the PC5 communication between a Remote UE and a UE-to-Network relay, the Remote UE and UE-to-Network relay shall perform the Link Identifier Update procedure as defined in clause 6.4.3.2 of TS 23.304 [x] for each source Layer-2 ID one or more times before the privacy timer configured by the PCF as defined in clause 5.1 of TS 23.304 [x] expires/restarts. 
In addition, the Remote UE shall select a different layer-2 ID for the Direct Communication Request from the layer-2 ID that was used in previous model B solicitation messages to prevent an attacker from linking the Remote UE’s information exchanged in the discovery and Direct Communication Request messages.
**************** Fourth change ****************
6.4.Z1
Updating Long-term Identifiers

To mitigate privacy issues with long-term identifiers (e.g. Relay Service Code, User Info ID) being used during multiple discovery phases and multiple connection setups with UE-to-Network relays, these identifiers need to be updated regularly to out-of-coverage Remote UEs. 
For Layer-2 Remote UEs, upon establishing an indirect connection via the UE-to-Network relay to the core network, the existing procedures of TS 23.501, TS 23.502 and TS 33.501 to update these identifiers can be reused as if the Remote UE were in coverage.
For Layer-3 Remote UEs, the following procedures shall be used during each indirect connection setup via a UE-to-Network relay:
a) In case of the control plane authorization procedure in Section 6.4.a.b.c, the following additional steps are added:
Editor’s note: Further details need to be added, depending on whether solution #32 in TR 33.847 is accepted or not.
b) In case of the user plane authorization procedure in Section 6.4.e.f.g, the following additional steps are added:

Editor’s note: Further details need to be added, depending on whether solution #32 in TR 33.847 is accepted or not.

**************** Fifth change ****************
6.4.Z2
Exposure of PDU session parameters  
To mitigate privacy issues with PDU session parameters (e.g. slice information, DNN) the following procedures shall be applied:
· For Layer-2 Relays: the operator can decide whether or not to protect the privacy of PDU session-related parameters by indicating the use of the ‘Access Stratum Connection Establishment NSSAI Inclusion Mode’ using the procedures as specified in clause 5.15.9 of 23.501 [x]
Editor’s note: Further details need to be added for Layer-3 Relays, depending on whether solution #32 in TR 33.847 is accepted or not.
****************The End****************
